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1	Decision/action requested
It is proposed to add a new solution for key issue#2 in MEC TR 33.839.
2	References
[1]	3GPP TS 23.558: "Architecture for enabling Edge Applications (EA)"
3	Rationale
This pCR proposes to add a new solution on the authentication method while protecting EEC ID privacy. With this solution, the EEC ID will not be disclosed with server side. When servers are compromised or when the EEC related data is fetched, UE information will not be mapped as the EEC ID is not presented. 

4	Detailed proposal
[bookmark: definitions][bookmark: clause4][bookmark: _Toc37790918][bookmark: _Toc42003867][bookmark: _Toc42176676][bookmark: _Hlk47268233]****START OF CHANGES ***

[bookmark: _Toc72913360]6.2	Solution #2: Authentication between EEC and ECS based on primary authentication
[bookmark: _Toc72913361]6.2.1	Introduction
This solution is addressing key issue#2-Authentication and Authorization between EEC and ECS. This solution proposes the authentication between EEC (Edge Enabler Client) and ECS (Edge Configuration Server). To be more specific, it is proposed to use the KAUSF derived from the primary authentication as the trust root to perform the authentication between EEC and ECS.
It is assumed in this solution that ECS is located outside of the MNO’s network. 
[bookmark: _Toc72913362]6.2.2	Solution details
[bookmark: _Toc72913363]6.2.2.1	Procedure
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Figure-6.2.2.1-1. Authentication between the EEC and ECS based on primary authentication
The authentication procedure details are as following: 
Step 0: UE performs primary authentication with the network. Then KAUSF is shared between UE and AUSF in Home network. UE performs PDU session establishment procedure as defined in TS 23.502. 
Step 1: UE generates a credential Kedge and Kedge  ID using KAUSF and SUPI, and stored securely. The method to derive generate Kedge and Kedge  ID is in 6.2.2.2.
Step 2: AUSF generates a credential Kedge and Kedge  ID using KAUSF and SUPI, and stored securely.
Step 3: UE computes MACEEC using the Kedge and EEC ID (defined in TS 23.558 [2]). The method to generate MACEEC is in 6.2.2.3.
Step 4: UE sends Application Registration request (EEC ID, MACEEC, Kedge  ID) to ECS. Whether this message is send using NAS or user plane is based on SA2’s decision. 
Step 5: ECS sends Authentication verification (EEC ID, MACEEC, Kedge  ID) to NEF for verification. 
Step 6: NEF discovers the AUSF based on Kedge ID, and sends Authentication verification (EEC ID, MACEEC, Kedge  ID) to AUSF for MACEEC verification. 
Editor’s Note: How to discover the AUSF is FFS.
Step 7: AUSF retrieves Kedge  using Kedge  ID, and verify MACEEC using the (Kedge and EEC ID).
Step 8: If verification in AUSF succeed, then AUSF sends Authentication verification response(success) back to NEF, otherwise, AUSF sends Authentication verification response(fail) to NEF. 
Step 9: NEF sends Authentication verification response(success/fail) from AUSF to ECS. 
Step 10: Based on the verification results, ECS decides whether to accept or reject the authentication request, and sends Authentication Request accept/rejection to EEC in the UE.
Editor’s Note: How the AUSF can be aware of each specific Kedge per UE is FFS
[bookmark: _Toc72913364]6.2.2.2	Derivation of Kedge and Kedge ID
Kedge is generated using KDF defined in Annex B.2.0 of TS 33.220 [8]. When deriving a Kedge from KAUSF, the following parameters should be used to form the input S to the KDF:
-	FC = xxxx(to be allocated by 3GPP)
-	P0 = <SUPI>,
-	L0 = length of <SUPI>.
The input key KEY should be KAUSF. 
Kedge ID is generated by AUSF and UE, and uniquely identify only one Kedge.
Kedge ID should contain the “routing indicator|| service identifier part || uniqueness part”. 
· The routing indicator part is used by ECS to find the correct NEF,
· The service identifier part is used to represent different service, and it could be the string of the service name or the EAS ID defined in TS 23.558.
The uniqueness part is used to make sure there is no collision among different Kedge IDs for different EECs.
Editor’s note: It is FFS how to generate the uniqueness part.
[bookmark: _Toc72913365]6.2.2.3	Generation of MACEEC
When deriving MACEEC in the UE and AUSF,  the following parameters should be used to form the input S to the SHA-256 hashing algorithm:
-	P0 = Kedge,
-	P1 = EEC ID,
The input S should be equal to the concatenation P0||P1 of the P0 and P1.
The MACEEC is identified with the 32 least significant bits of the output of the SHA-256 function. 
[bookmark: _Toc72913366]6.2.3 	An enhanced version of the solution
In solution 6.2.2, the EEC ID is sent to the ECS for the authentication, thus the privacy of the EEC ID is not protected. 
Solution 6.2.3 is the enhancement version which provides the EEC ID privacy protection from the ECS while achieving the authentication between EEC and ECS.  
It is assumed in this solution that: 1) ECS is located outside of the MNO’s network. 2) NEF has access to the EEC IDs under some EES when the NEF has interfaces with those EDNs.
6.2.3.1	Procedure
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Figure-6.2.2.1-1. Authentication between the EEC and ECS preserving EEC ID privacy
The authentication procedure details are as following: 
Step 0: UE performs primary authentication with the network. Then KAUSF is shared between UE and AUSF in Home network. 
Step 1: UE generates a credential Kedge and Kedge ID using KAUSF and SUPI, and stores them securely. 
Step 2: AUSF generates a credential Kedge and Kedge ID using KAUSF and SUPI, and stores them securely. AUSF then sends the mapping relationship between SUPI and (Kedge, Kedge ID).
Step 3: EEC fetches the Kedge and Kedge ID. This requires UE shall provide secure interface to transmit Kedge and Kedge ID. 
Step 4: EEC computes MACEEC using the Kedge and COUNT.
Step 5: UE sends Application Registration request (COUNT, MACEEC, Kedge ID, PLMN ID) to ECS. Whether this message is send using NAS or user plane is based on SA2’s decision. PLMN ID is used for ECS to find the correct NEF. 
Step 6: ECS finds the correct NEF based on the PLMN ID.
Step 7: ECS sends Authentication verification (COUNT, MACEEC, Kedge ID) to NEF for verification. 
Step 8: NEF sends Authentication verification (COUNT, MACEEC, Kedge ID) to UDM for MACEEC verification. 
	Editor’s Note: it is FFS whether other NE instead of UDM can perform the verification of MACEEC

Step 9: UDM retrieves Kedge using Kedge ID and verify MACEEC using the (Kedge and COUNT).
Step 10: If verification in UDM succeed, then UDM sends Authentication verification response(success) back to NEF, otherwise, UDM sends Authentication verification response(fail) to NEF. 
Step 11: NEF sends Authentication verification response(success/fail) from UDM to ECS. 
Step 12: Based on the verification results, ECS decides whether to accept or reject the authentication request and sends Authentication Request accept/rejection to EEC in the UE.
6.2.3.2	Derivation of Kedge and Kedge ID
Kedge derivation mechanism is the same with 6.2.2.2. 
6.2.3.3	Generation of MACEEC
When deriving MACEEC in the UE and AUSF, the following parameters should be used to form the input S to the SHA-256 hashing algorithm:
-	P0 = Kedge,
-	P1 = COUNT,
The input S should be equal to the concatenation P0||P1 of the P0 and P1.
The MACEEC is identified with the 32 least significant bits of the output of the SHA-256 function.
NOTE: COUNT is used for the freshness of the MAC calculation and for differentiation the different EEC inside UE as well. UE maintains a mapping relationship between EEC ID and COUNT and should not send this mapping relationship outside of UE. (There might be multiple EEC ID in one UE per SA6 specification)

6.2.43	Solution Evaluation
TBD.
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